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2. Document History

Edition ‘ Date

Changes / Comments / Details

1.0 2014-2-11 Creation - Merge all installation guides
2.0 2015-5-19 0OXO Compliance for Windows and Mac OS environment
3.0 2018-11-15 | Legal disclaimer, end of support for Windows 8
4.0 2018-12-17 | Update for version IPDSP 11.1.21
5.0 2019-01-09 | Overall review
6.0 2019-03-01 | Update for version IPDSP 11.1.27
Update for version IPDSP 11.2.0
7.0 2019-03-28 | 4 44 section limitation/advertisement
8.0 2019-04-26 | UPdate for version 11.2.0
Native encryption
Update for version IPDSP 11.3.0
- Installation in command line mode
9.0 2019-12-12 | - Installation in graphic mode
- application monitoring
- new theme: Slate Design
Update for version 11.3.1
10.0 2020-01-08 - Masking external call number
Update for version 11.4.1
11.0 2020-04-15 - Add limitations for roaming and offload
- Update range of UDP ports for PCX record.
Update for version 11.5.2
13.0 2020-11-27 - Information relative to SRTP options allowed for the FSNE mode
Add VPN details and restrictions.
4.0 12021-01-05 | i)' \tion MODEPROACD is replaced by SHAREDNUMBER mode
15.0 2021-03-09 | Some IP Desktop Softphone screen messages description
16.0 2021-06-15 | VID environment: add new section for VDI
- Add trouble shooting to avoid echo in audio using jabra headset
17.0 2021-09-20 | - Use silent mode for command line installation
- Change for user type: IPTouch 8068s
18.0 2021-11-29 | - HTTPS as alternative to TFTP for lanpbx.cfg retrieval
19.0 2022-01-14 | Added a limitation in "Troubleshooting": identical headsets on MacOs
20.0 2022-04-14 | New IP Desktop Softphone GUI
21.0 2022-05-24 | New features: Keyboard shortcuts and Themes
22.0 2022-08-11 | TFTP2 remark.
23.0 2022-09-12 | Accessibility improvement
24.0 2022-10-17 | “Installing certificate in Windows Store” update
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3. Terminology

Acronym Signification

OXE OmniPCX Enterprise Communication Server
0OXO OXO Connect or OXO Connect Evolution Communication Server
IPDSP IP Desktop Softphone

TFTP Trivial File Transfer Protocol

ubpP User Datagram Protocol

RTP Real Time Protocol

RTCP Real Time Control Protocol

UA Universal Alcatel

GD Gateway Driver

GA Gateway Appliance

VPN Virtual Private Networking

MDM Mobile Device Management

AOM Add-On Module

ToS Type Of Service (Windows)

QOS Quality Of Service

CA Certificate Authority

CTL Certificate Trust List

TLS Transport Layer Security

DTLS Datagram Transport Layer Security
MTLS Mutual TLS authentication

REST Representational State Transfer
FNSE Full Native Software Encryption
NAT Network Address Translation

PAT Port Address Translation

VDI Virtual Desktop Infrastructure
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VVX Virtual Voice eXtension

4. Introduction

4.1 Purpose of the document
This document presents:

o The required hardware and software environment for the installation of the application
. A description of the application’s installation,
. The configuration of the application.

4.2 Audience
This guide is intended for the administrator in charge of the company’s telephony.

4.3 Application scope

This guide includes installation and administration of the IP Desktop Softphone application for Windows, MAC
0S, and Android.

4.4 Customer Support
Please contact your system administrator or Alcatel-Lucent Enterprise Business Partner for support

4.5 Features: Limitations & Advertisement

IPDSP is an emulation of 8068x terminals. However, it is important to mention that it does not provide
same levels of functionality.
New features are developed depending on IPDSP roadmap based on relevancy of use cases.

Following features are not available for all IPDSP platforms.

Windows Android

REDIRECT

ACD Mode (call centre X X X
agent feature OXE/OXO)

This mode requires extra
licence on communication
server.

IPDSP Shared Number Mode X

This mode does not require
any extra license.

Desk Sharing X X X
DSS/DSU
OXE/OXO redundancy X X X
support
PCS mode X
NATIVE ENCRYPTION From IPDSP 11.2.0 and OXE
12.3
SET REASSIGNMENT X
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AUDIO SETTINGS X X
Advanced X X
Default configuration X
Volume Fine tuning X
Custom ring tone X X
INSTALLER FULL OPTIONS X
MULTI-LANGUAGES (GUI)
TELURL
SEND My LOGS X
IPDSP_Collect X
WIFI-MESSAGE ALERTS X
STOP RINGING BUTTON X
HEADSETS REMOTE CALL X
CONTROL (Sennheiser not supported)
AUTO STARTUP
MULTI-SESSION X N/A
IPDSP will be stopped from IPDSP is automatically
session A if session B stopped when user session
launched a new IPDSP ends.
instance.
IPDSP will not be
relaunched automatically
when switching user session
even if auto_startup is set.
Add-On module X X X
OXE: 10/14/20 keys 14 keys 14 keys
Up to 3 AOM Limited to 1 AOM Limited to 1 AOM
0XO: 14 keys
Limited to 1 AOM
Accessibility option X
SHOW APPLICATION X
OPTIONS
NETWORK ADAPATER X
SELECTION
LOCK MENU WITH X
PASSWORD
RECORDING X X X
Phone identifier (EFA) X
URGENT CALL POPUP X
TOASTER OPTIONS X
LONG KEY PRESS X
ROAMING ETH/WIFI X X N/A
ETH/WIFI ETH/WIFI
Automatic restart of Automatic restart of
application application
OFFLOAD WIFI / 4G N/A N/A Not supported

Initial connection mode
(Wi-Fi or 4G) must be kept.
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Set device out of service
before changing network to
reset connection mode.

5. Windows Environment

This part of the document describes the Windows installations procedures.
5.1 Installation prerequisites
The minimum requirements without which the application cannot function correctly are described below

5.1.1 Hardware

Processor 2 GHz Minimum

RAM 2 GB for Windows

Disk space 80 MB free space

Sound card Integrated sound card or USB headset
Note:

The above table lists the minimum hardware requirement. With additional hardware, it is possible to
establish many types of connections, some of which are discussed in the IP desktop Softphone in different
environments.

5.1.2 Operating system
Please refer to the MLE_CrossCompatibility compatibility matrix. Contact your partner.

5.1.3 VPN

The IP Desktop Softphone application requires a direct IP connection with the communication server. If it is
used outside the company’s LAN, installing a VPN connection may be necessary.

To make IPDSP work, the VPN will have to allow exchanges on all ports listed in sections 5.1.8 to 5.1.10,
taking into account the OXE or OXO context.

Caution:
- IPDSP is not compatible with VPNs implementing address (NAT) or port (PAT) translation.

- Any IPDSP version prior to 11.4.2 is not compatible and should not be deployed in a VPN context.
5.1.4 .NET Framework

The IP Desktop Softphone application requires Microsoft .NET Framework 4.6.2.

5.1.5 Java Installation
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It is necessary to install Java (JRE) 32 bits to use the feature “Extension reassignment”. At least Java
version 1.7. must be installed. Download link is
http://www.oracle.com/technetwork/java/javase/downloads/jre8-downloads-2133155.html.

In case of OpenJDK, please make sure to install the JavaSoft registry keys:

-3 | IDK with Hotspot
=3~ | Add to PATH
=l ~ | Associate .jar
¥ - | Set JAVA_HOME variable

Javasoft (Orade) registry keys

NB: Java installation is not necessary if this feature is not used.

5.1.6 Visual Studio 2010 Tools for Office Runtime

If the Outlook Add-In is to be installed, please make sure that Visual Studio 2010 Tools for Office Runtime is
installed, it is required to run Microsoft Office based solutions built using Microsoft Visual Studio. It is
available for download under: https://www.microsoft.com/en-in/download/details.aspx?id=48217.

5.1.7 Pimphony
When the IP Desktop Softphone application is used on a PC, it is forbidden to install and use PIMphony IP
Multimedia. To install an IP Desktop Softphone on a PC, PIMphony IP Multimedia, if present on this PC, must
be uninstalled first.
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5.1.8 UDP ports used (OXE context)

The table below lists the ports that this application uses:

Purpose Protocol Device 1 Device 1 port Device 2 port
Phone TFTP Softphone (49152- TFTP Server (CS MAIN) 69/udp
configuration 33_535)/“[3 for 10000 to
(file download for indows 10499/udp
configuration
data) (1024-65535)/udp
for macOS,i0S and
Android
Outgoing flow RTP/RTCP | Softphone 32512 to GD, GA, INT_IP A+B 32512 to
32515/udp 33023/udp
Incoming flow RTP/RTCP | GD, GA, INT_IP | 32512 to Softphone 32512 to
A+B 33023/udp 32515/udp
Incoming flow RTP/RTCP | Softphone 32512 to IP Touch 32512 to
32515/udp 32515/udp
Outgoing flow RTP/RTCP | IP Touch 32512 to Softphone 32512 to
32515/udp 32515/udp
Incoming flow RTP/RTCP | Softphone 32512 to Softphone 32512 to
32515/udp 32515/udp
Outgoing flow RTP/RTCP | Softphone 32512 to Softphone 32512 to
32515/udp 32515/udp
Outgoing UA Softphone 32512 to CS (two Physicals) 32640 to
Signaling flow 32515/udp 32643/udp
Incoming UA CS (two 32640 to Softphone 32512 to
Signaling flow Physicals) 32643/udp 32515/udp
Outgoing flow RTP/RTCP | Softphone 32516 to PCX Record Refer to
32518/udp recorder

documentation

For Omni-PCX
Record:

2000 to
2240/udp

(startingPort +
3* number of
extensions to
record
declared)

startingPort:
2000 default

max umber of
records: 80
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Incoming flow RTP/RTCP | Softphone 32512 to OTMS 28 000 to
32515/udp 39 999/udp

Outgoing flow RTP/RTCP | OTMS 28 000 to Softphone 32512 to
39 999/udp 32515/udp

5.1.9 TCP used ports (OXE context)

Purpose Protocol Device 1 ‘ Device 1 port Device 2 Device 2 port

Set Reassignment | CMISE Softphone 2535

5.1.10 UDP used ports (OXO context)

Purpose Protocol Device 1 ‘ Device 1 port Device 2 Device 2 port

Phone configuration TFTP Softphone 0-65535/udp for Windows, 10S | TFTP Server 69/udp

(file download for and Android 10000-10499/udp

configuration data) 1024-65535/udp for macOS

Outgoing flow RTP Softphone 32000:32512/udp GD, GA, INT_IP | 32000:32512/udp
A+B

Signaling flow UA Softphone 7775/udp GD, GA, INT_IP | 5000-5099/udp
A+B

5.1.11 Networking

Network Interface card Ethernet card or
Wireless LAN

Notes:
- IPDSP is not compatible with the 802.1Q standard. It supports only TOS

- IPDSP supports PBX native encryption. Please refer to chapter 5.3 for more details.
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5.2 Installation and upgrade procedures

jr) Notice that this procedure is valid for both installation and upgrade of the application.

5.2.1 Installation Modes
The installation is done using the MSI file IPDesktopSoftphone_13.X.YY.msi.

You can install this application on two different modes which are:
e Graphic mode by double clicking on the MSI file
e Command line mode from a console.
The command line mode provides access to a list of installation options.

= It is recommended to do installation with one of these two methods so either with command line
\r) in silent mode(/gn) or using GUI.

5.2.2 User profile

During the installation, the user profile must be chosen. Two profiles are available:
. Individual Number Mode

) Shared Number Mode (only available in OXE context) This mode is not related to call center. It is
a mode local to the computer and IPDSP and does not require any additional Agent nor CCD
licenses specific to call center.

Once installed, it is possible to change the existing profile from the settings window. (see Settings: Advanced
tab)

Individual Number Mode ‘ Shared Number Mode ‘

One phone number per user = one license per user One phone number per PC = one license per PC
Users can have their own IP Desktop Softphone application Users can use the same IP Desktop Softphone

application without buying additional licenses

Choosing Individual Number Mode will link the Softphone ID to | Choosing Shared Number Mode will link the Softphone

the user (one ID per user account). ID to the PC (one ID only per PC).
ID & Config data are stored in the USER account ID & Config data stored for ALL USERS
Limitations:
1. It will not be possible to run two instances of the IP Desktop Softphone application on the same
PC at the same time.
2. If you are using Softphone in Shared Number Mode, business users will not be able to have their
own phone.
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5.2.3 Installation in command line mode

From the command prompt, it is possible to install or update the IPDSP:

msiexec /i IPDesktopSoftphone 13.X.YY.msi

PBXADDR=<server address> BACKUPPBXADDR=<backup server address>
SHAREDNUMBERMODE=<number> LANGUAGE=<number>
USEPASSWORD=<number> PASSWORD=<password> SCOPE=<value>
AUTOSTARTUP=<number>

SHOWTOASTER=<number> SHOWTASKBAR=<number>
AUTOMATICHEADSET=<number>

TRUNKSEIZE=<number> PREFIXINTERNATIONAL=<number>
PREFIXNATIONAL=<number>

COUNTRYCODE=<string> MINDIGITS=<number>

INSTALLDIR-<directory> CONFIGFOLDER=<path>
SETREASSIGNMENT=<number>

DEFAULT DEVICE MICROPHONE=<name> DEFAULT DEVICE SPEAKER=<name>
SECONDARY DEVICE MICROPHONE=<name>
SECONDARY DEVICE SPEAKER=<name> RING DEVICE NAME=<name>
DEACTIVATE POPUP_URGENT CALL=<value>

USE_SYSTEM VOLUME=<number>

REDIRECT FOR_ALLUSERS=<number>

ADDMBRTOMAC=<value>

MAC ID=<value>

OUTLOOKADDIN=<number>

MASK_EXTERNAL_CALL_NUMBER=<number>

REST_SERVER_PORT=<number>

SUPERVISION=<number>

RINGING_CADENCE=<value>

CREATE_DESKTOP_SHORTCUT=<value>

HTTPS_TFTP_ORDER=<value>

HTTPS_PORT=<value>

LANPBX_REMOTE_PATH=<value>

HTTPS OVERRIDE HOSTNAME CHECK=<value> LOCATION_ SERVER=<value> /qn

The command line above displays all the options available.
You don’t need not to set all the options of the full command given.
Option not explicitly set will be set with the default value.

Component Description

msiexec Microsoft command to execute file with ‘msi’ extension

/i Optional setting for Status Messages. For more of such options,
you can key in the following at command prompt: msiexec /i

IPDesktopSoftphone_13.0.0.msi Name of file that is to be executed.

PBXADDR=<server address> IP address or host name of the communication server

BACKUPPBXADDR=<backup server Command indicating that the information following this command

address> is the address of backup PBX server
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Component

SHAREDNUMBERMODE=<number>

This parameter replaces the
MODEPROACD option which is no
longer supported.

‘ Description

Command indicating that the information following this command
is the chosen mode (Individual Number Mode or Shared Number
Mode)

Possible values:

0 for Individual Number Mode
1 for Shared Number Mode

This parameter must be used carefully with VDI_MODE=1,
because, if set to 1, will associate to all VDI users the same
extension number

LANGUAGE =<number>

Command that indicates the language of the application
interface. This language will be used in all the interface tabs.

Give any of the following integers here. The numbers and their
related languages are listed below:

4 - English Generic Alcatel
5 - French

6 - Italian

11 - German

12 - Portuguese

15 - Spanish

18 - Norwegian

22 - Finnish

29 - Dutch

24 - Russian

40 - Chinese

42 - Korean

Default - 4: Generic Alcatel English

USEPASSWORD <number>

Indicates whether access to the “Network” and “Call”
configuration is password-secured

e 0 not secured by password (default value)
e 1 access is secure

PASSWORD <password>

Password value (<password> should not be empty, if PASSWORD is
not set and USEPASSWORD=1, default value: letacla)

SCOPE <value>

Sets the password protected area.

The possible values are:
e NET-ADV to protect the Network and Advanced menus.
e ALL to protect all menus.
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Component

‘ Description

If the SCOPE setting is not specified, the default value is NET-ADV

AUTOSTARTUP <number>

Allows the automatic startup of the application at each user login
The possible values are:

e 0 not enabled (default value)

e 1 enabled

SHOWTOASTER <number>

Allows a toaster to be displayed at each incoming call

The possible values are:
e 0 not enabled
e 1 enabled (default value)

SHOWTASKBAR <number>

Allows you to display the application icon in the taskbar
The possible values are:

¢ 0 not enabled

e 1 enabled (default value)

AUTOMATICHEADSET <number>

Automatic device detection and activation of audio devices.
The possible values are:

e 0 ondemand (default value)

e 1 always

e 2 never

TRUNKSEIZE

Prefix to make external call. The default value is 0

PREFIXINTERNATIONAL

International call prefix. The default value is 00

PREFIXNATIONAL

First digit used in the country for national calls (06 12 34 56 78).
Default value is 0

COUNTRYCODE

The international dialing code of the country.
Default value: “France 33”.

For all possible values, see for example:
https://countrycode.org

MINDIGITS

Minimum number of digits: default value: "9" Any phone number
whose number of digits is greater than or equal to the value of
this setting will be interpreted as an external humber (the
professional trunk seize prefix will be added before dialing)

INSTALLDIR <directory>

Specify the installation directory. (Optional)

The default value is: C:\Program Files (x86)\Alcatel-Lucent
Enterprise\IP Desktop Softphone
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Component
CONFIGFOLDER <path>

‘ Description

indicates the path of the configuration files:
<username>__MyPhonelPDesktop.ini, <username>_lanpbx.cfg and
<username>_shortCutKeys.cfg.

If specified, the chosen path must be writable for all users.

SETREASSIGNMENT <number>

Enable the “Set Reassignment” functionality.
The possible values are:

e 0 not enabled (default value)

e 1 enabled

DEFAULT_DEVICE_MICROPHONE <name>

Sets the name of the primary input audio device (mic)

DEFAULT_DEVICE_SPEAKER <name>

Sets the name of the primary output audio device (speaker)

SECONDARY_DEVICE_MICROPHONE
<name>

Sets the name of the secondary input audio device (mic)

SECONDARY_DEVICE_SPEAKER
<name>

Sets the name of the secondary output audio device (speaker)

RING_DEVICE_NAME <name>

Sets the name of the secondary ringing device

DEACTIVATE_POPUP_URGENT_CALL
<value>

Allows activation for launching the popup that tell the user to use
a landline or mobile phone in case of emergency call.

e 0 enabled (default value)
e 1 not enabled

USE_SYSTEM_VOLUME <number>

Allows to use the system volume for the used audio devices,
otherwise the application will use its configured volume.

e 0 application volume used
e 1 system volume used (default value)

REDIRECT_FOR_ALLUSERS <number>

Assign Windows users the same TFTP addresses if a user receives a
REDIRECT. This option is only enabled if the PROACD mode is used.

Possible values: 0 or 1.
Default value: 0

ADDMBRTOMAC <value>

Allows to modify the ID (MAC address sent to PBX as phone
identifier) with system specific data. Default value is “1”.

Important: This parameter must be set to 0 in case of use of
backuprestoreid.exe script used to import IP Desktop Softphone
identifier from PC to another

MAC_ID <value>

Sets the phone ID (MAC address) used to identify IP Desktop
Softphone in PBX side. If present, the value must be a valid MAC
address (xx:xx:xx:Xx:xx:Xx) separated with “:” character . The
value will be set depending on the Shared Number mode used. If
SHAREDNUMBERMODE is 1, then the MAC_ID will be set for all
Windows users. If not, it will be set for current user that is
launching installation (Individual Number Mode).
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Component

‘ Description
NB: When this option is present, it must be used with the
option ADDMBRTOMAC=0

This parameter must be used carefully with VDI_MODE=1,
because it will associate to all VDI users the same extension
number

OUTLOOKADDIN <number>

If set to 1, the IP Desktop Softphone Add-In for outlook will be
installed.

In case the add-in is not to be installed, this option should not be
present in the parameters

NB: Please make sure that Visual Studio 2010 Tools for Office
Runtime is installed before using this option, it is required to run
Microsoft Office based solutions built using Microsoft Visual
Studio. It is available for download under:
https://www.microsoft.com/en-
in/download/details.aspx?id=48217

MASK_EXTERNAL_CALL_NUMBER
<number>

Used to hide the call number, an "External Call” string will be
displayed instead of the number on the screen as well as all of
the application’'s menus.

e 0 not enabled (default value)
e 1 enabled

REST_SERVER_PORT <number>

Port number for IP Desktop Softphone REST server. Default value
is 8097

SUPERVISION <number>

Activate/Deactivate IP Desktop Softphone application monitoring
(see Chapter 5.4.1)

e 0 not enabled
e 1 enabled (default value)

RINGING_CADENCE <value>

Activate/Deactivate cadence for Ringing
e 0 not activated (default value)
e 1 activated

CREATE_DESKTOP_SHORTCUT <value>

Allows to create or not the application desktop shortcut, if set to
0 it will not be created otherwise it is created.

e 0 not created
e 1 created (default value)

HTTPS_TFTP_ORDER <value>

Order of HTTPS/TFTP protocols to retrieve lanpbx.cfg file from
PBX.

Four possible values are available:
e 0: TFTP only (default value)
e 1: HTTPS only
e 2: TFTP then HTTPS
e 3: HTTPS then TFTP
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Component
HTTPS_PORT <value>

Description

PBX HTTPS port in case of use of HTTPS protocol (used when
HTTPS_TFTP_ORDER is set to values 1 or 2 or 3)

Default value: 443

LANPBX_REMOTE_PATH <value>

Path of lanpbx.cfg file at PBX side.
Default value: /DM/VHE8082/lanpbx.cfg

HTTPS_OVERRIDE_HOSTNAME_CHECK
<value>

Bypass the hostname check in HTTPS certificate CN/SAN fields
e 0: No bypassing
e 1: Bypassing (default value)

LOCATION_SERVER <value>

URL of the VNA server.

/qn

Option to launch installation using command line in silent mode.

For example:

msiexec /i IPdesktopSoftphone_13.0.0.msi
PBXADDR=155.192.215.150 BACKUPPBXADDR=155.192.215.146
SHAREDNUMBERMODE=0 LANGUAGE=4 USEPASSWORD=1
PASSWORD=letacla SCOPE=NET-ADV AUTOSTARTUP=1
SHOWTOASTER=1 SHOWTASKBAR=1
AUTOMATICHEADSET=1
TRUNKSEIZE=0 PREFIXINTERNATIONAL=00 PREFIXNATIONAL=0
COUNTRYCODE="France 33" MINDIGITS=9
INSTALLDIR="C:\Program Files (x86)\Alcatel-Lucent
Enterprise\IP Desktop Softphone"
CONFIGFOLDER="C:\Users\Public"
THEME="8068 Mini” SETREASSIGNMENT=1
DEFAULT DEVICE_ MICROPHONE="Microphone (2- Sennheiser
SC260 USB CTRL II)"
DEFAULT DEVICE_ SPEAKER="Haut-parleurs (2- Sennheiser
SC260 USB CTRL II)"
SECONDARY DEVICE MICROPHONE="Headset Microphone (2- Jabra
EVOLVE 65)" SECONDARY_DEVICE_SPEAKER="Headset Earphone
(2- Jabra EVOLVE 65)" RING DEVICE NAME="Loudspeakers /
Headset Earphones (Realtek Audio)"
SHORTCUTKEY ENABLE=0 DEACTIVATE_ POPUP_URGENT CALL=1
USE_SYSTEM VOLUME=1
MAC_ID=12:34:56:ab:cd:ef
ADDMBRTOMAC=0
OUTLOOKADDIN=1
MASK_EXTERNAL CALL NUMBER=1
REST_SERVER_PORT=8099
SUPERVISION=0
RINGING_CADENCE=0 CREATE DESKTOP_SHORTCUT=0
LOCATION_SERVER=https://172.25.171.175 /qn
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.. When updating the same version as the installed version (to modify the installation settings for
1 ) example), execute the command by adding the /famv option to force the taking into account of the
new values.

msiexec /famv IPDesktopSoftphone 13.X.YY.msi
PBXADDR=<pbxAddr> USEPASSWORD=<New value> /qn

In case of upgrade, only parameters which are expressed in command line take a new value. All other
parameters are unchanged.

SHAREDNUMBERMODE and MAC_ID are not recommended for use in case of VDI, because they can
associate to all VDI users the same extension number.

It is recommended in case of an update using command line to use silent mode(/qn).

. Afterinstallation/update all the wrong values given for parameters will be replaced with their default
1 ) values during the first launch of the application (.ini user file will be updated).

5.2.4 Installation in graphic mode

In this mode, you will need to manually configure it the first time you launch the application.

NB: If the Outlook Add-In is to be installed, please make sure that Visual Studio 2010 Tools for Office
Runtime is installed, it is required to run Microsoft Office based solutions built using Microsoft Visual
Studio. It is available for download under: https://www.microsoft.com/en-
in/download/details.aspx?id=48217.

ﬁ IP Desktop Softphone 13.0.0 Setup — X

Welcome to the IP Desktop Softphone
13.0.0 Setup Wizard

The Setup Wizard will install IP Desktop Softphone
13.0.0 on your computer. Click Next to continue or

Cancel to exit the Setup Wizard.

nsofphone

Back Next | ‘ Cancel
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Once the installation is started and the license agreement accepted, you can change the installation path;
the default path is:
C:\Program Files (x86)\Alcatel-Lucent Enterprise\IP Desktop Softphone\

Then You can change the location of the configuration files.

By default, these files are located in:
C:\Users\<user name>\AppData\Local\Alcatel-Lucent Enterprise\IP Desktop Softphone\

In the case of restricted write permissions, choose to customize the location of the configuration
files.

Check the checkbox in the Outlook integration windows if the IP Desktop Softphone Add-in for Outlook is
to be installed.

Inteqgrate Add-ins

| Microsoft Qutlook

In this case, if the Outlook application is running, a popup window is shown to ask for its termination.

IP Desktop Softphone X

An IP Desktop Softphone add-in for Microsoft Outlook needs
to be installed. Please close the Outlook application before
clicking OK button

Check the checkbox in the Desktop Shortcut Creation windows to allow the IP Desktop Softphone shortcut
to be created in the Windows desktop (by default it is checked), if you uncheck it the shortcut will not be

created.
Create shortcuts

| Desktop shortout

During installation, it will be necessary to install the Plantronics Hub.
Proceed with the installation if you wish to use Plantronics headphones.
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t@ IP Desktop Softphone 13.0.0 Setup — X

Plantronics Hub Alcatel-Lucent @

Plantronics driver not found on your computer Enterprise

If you use Poly devices, please make sure you installed Plantronics Hub.

If you want to download Plantronics Hub now from the site click on the following link:

https: //www.poly.com/us/en/support/downloads-apps/hub-desktop

Back Cancel

5.3 Native encryption

Since IP Desktop Softphone release 11.2.0 and OXE 12.3, native encryption is supported. It enables securing
both signaling (UA/NOE) and media (RTP) flows. This solution is designed as a pure software solution and
does not require any specific physical encryption.
There are different ways for IP Desktop Softphone to establish secured connection with OXE:
1. Installing necessary certificates on IP Desktop Softphone Windows system store, in that case the
connection will be established without prompting any message to user to accept certificates.
2. Accepting certificate during connection establishment, in this case, a message is prompted to user
to accept certificates temporarily or permanently.

5.3.1 Installing certificate in Windows Store

In order to accept connection silently (without prompting a message to user), The CA (Certificate
Authority) chain provided in the CTL (Certificate Trust List) must be stored in the Trusted Root Certificates
Authorities preferably for Local Machine so that it can apply to all windows users’ sessions. In case of
presence of intermediate CA, it must also be stored in “Personal” store preferably for Local Machine.

5.3.2 Accepting certificate during connection

In case Certificates are not stored in windows store, user will be prompted a message to accept server
certificate. Please refer to user’s guide for more information for this section.

5.3.3 Mutual authentication

In case MTLS is required (mutual TLS authentication) during DTLS handshake, IP Desktop Softphone must
provide its own certificate. Certificates files must be put under %APPDATA%\Alcatel-Lucent
Enterprise\IpDesktopSoftPhone and named exactly as the following:

o softphone_pkey.pem for private key.

e softphone_cert.pem for certificate.
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5.4 TFTP/HTTPS protocols order for lanpbx.cfg file

In order to comply with security requirements, IP desktop Softphone provides HTTPS protocol as an
alternative to TFTP to retrieve the lanpbx.cfg file from OXE.

IPDSP provides the possibility to choose the protocol order used for lanpbx.cfg retrieval (see description of
HTTPS_TFTP_ORDER, HTTPS_PORT and LANPBX_REMOTE_PATH parameters in Chapter 5.2.3).

The lanpbx.cfg must be present in OXE in the path defined by the parameter LANPBX_REMOTE_PATH
(default value is /DM/VHE8082/lanpbx.cfg). if not present, it must be copied manually.

To complete hostname's validation against certificate's CN/SAN of OXE, the server address (OXE address)
must be set to FQDN instead of IP address if available.

(In case the OXE address is configured with IP - please make sure that the OXE certificate contains IP
address as well).

By default, IP desktop softphone bypasses the certificate’s CN/SAN check, use the parameter
HTTPS_OVERRIDE_HOSTNAME_CHECK (see Chapter 5.2.3) during installation with value 0 to activate
certificate’s CN/SAN check.

NB: This feature is only available starting from OXE Purple R100, N1.291.6.d.

5.5 Launching the application

At the end of the installation the user can launch the application by checking the checkbox:

ﬁ IP Desktop Softphone 13.0.0 Setup — X

Completed the IP Desktop Softphone
13.0.0 Setup Wizard

I Click the Finish button to exit the Setup Wizard.
p Launch IP Desktop Softphone when setup exits.

psoftphone

Otherwise to start the softphone, use the shortcut of the application created during the installation
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IP Desktop
Softphone

Or access the application from the start menu.

E - Alcatel-Lucent Enterprise - IP Desktop Softphone

In case the application has been installed in graphics mode, it will be necessary to fill in the connection
information to the OXE or OXO telephony server.
This information is configurable from the Network tab

A default audio device must be declared in Windows in order to start the application.

A If the application does not come into service, please make sure to add in the Windows Firewall the
IpDesktopSoftphone.exe as exclude rule for uncheck.

5.5.1 Application Monitoring

A monitoring system for IP Desktop Softphone is activated when the application starts. This will restart the
IP Desktop Softphone automatically if the application freezes or unexpectedly stops.
Supervision is disabled when the IP Desktop Softphone is normally stopped.

In the Windows menu: Alcatel-Lucent Enterprise, the "Stop Supervision” command is used to force
supervision stop.

Alcatel-Lucent Enterprise
Collect Data

Installation and Admin Guide

IP Desktop Softphone

Stop Supervision
Uninstall

User Manual

5.5.2 Registration in the OXE context

When starting the IPDSP for the first time, a directory number must be entered.
Creation and OXE user configuration are described in section OXE Configuration
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Registration

Dial your own extension nb

Enter the number, reported in the OXE, that has been assigned to you.
Once the number is entered with your personal code, the application is ready. It can now be used.

menu info (4

Settings Redial list

Appointment Lock/Unlock

Text mail Forward

Events LogOn

5.5.3 Registration in OXO context

Once the connection information to the server is correctly entered, the assignment of the extension
number is automatic.
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menu perso info  acd (-

Settings Redial list
Appointment Lock
Message Forward

Pick up Operator

The application is ready. It can now be used.
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5.6 Configuration of application
Customize the application to suit your existing environment.

= - Only the administrator settings are documented in this section.
All settings are detailed in the user manual.

Access configuration options by right-clicking from the application window.

The following menus are available:

. Settings
. Audio settings

5.6.1 Settings: General tab

By default, the General tab is displayed. If access is secured, a password is requested.

IB Settings

AUTOMATIC STARTUP

[[] start application at login

ADDITIONAL KEYBOARDS

AOMEL v

Appearance
HEADSET AUTO ACTIVATION
Network
@® On Demand
Aidlo O Always
O Never
E QUICK KEYS
Graphical Interface Display ;None
Advanced _
Make call |None
ShortCuts
CALL NOTIFICATIONS
About Activate incoming call pop-up

EMERGENCY CALLING LOCATION

Show Popup

The AOM section references the list of additional keypads available.
In an OXE context, 3 keypads can be configured

o AOMEL
e AOM10
e AOM40
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In an OXO context, only one keypad can be configured
e Smart Display

The additional keypad configuration is detailed in the OXE Configuration, OXO Configuration section.
The additional keypad is accessible from the application window, once configured;

5.6.2 Settings: Appearance tab

If access is secured, a password is requested.

3
General
LANGUAGE
Network
THEME
Audio Dark L
cal GRAPHICAL INTERFACE DISPLAY
Advanced ® On Demand
O Always
ShortCuts © Never
About TASKBAR
Show application icon in Taskbar
?'E:E:-Luoen:@ Cancel Apply
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5.6.3 Settings: Network tab

If access is secured, a password is requested.

1B Settings - O
General
PBX
Appearance TFTP Server (main) ‘172.25.171 .25
TFTP Server (Backup) | |
Audio Passive CS 1255.255.255.255 |
Call Phone Identifier (MAC) 62:5e:e1:44:4f:66
Advanced
TFTP-HTTPS
ShortCuts TFTP-HTTPS Order : TFTP v
About HTTPS Port : 443
LANPBX Remote Path : /DM/VHE8B082/lanpbx.cfg
Bypass HTTPS Hostname Check
s @

Field Name Description

IP address of your call server. The entry displayed here is the one you had keyed in
during the installation process. You can change these data if required. An input
error will interrupt the connection. These data are mandatory.

TFTP Server (Main)

This is the IP address of the 2" CPU. Enter the 2" Role MAIN IP address here if
spatial redundancy is managed.

TFTP Server (Backup)

PCS If there is a Passive call server configured, its IP address is displayed here. This
value is automatically provided by the NOE protocol and cannot be modified
manually.

This is the MAC ID for your terminal, which is automatically generated by the
application. You cannot change it.

Phone Identifier

Even with redirect or central TFTP feature we must manually enter TFTP2 IP address not just the
1 first time, because it is not received automatically, so it must in any case be filled in manually at
the start of the installation, configuration change/change of node ....
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5.6.4 Settings: Audio tab

This section describes the configuration of the different types of audio devices related to the application.

- To function properly, the IP Desktop Softphone application requires at least one microphone and one
\;) speaker installed on the PC.

I8 Settings
General
Appearance
Network
I
Call
Advanced
ShortCuts

About

Field Name/Icon

Speakers

PRIMARY AUDIO DEVICE

Jabra Link 370 Y Ring on incoming call
Microphone Headset Microphone (Jabra Link 370
Speakers Headset Earphone (Jabra Link 370 >

SECONDARY AUDIO DEVICE

Realtek(R) Audio v [ ] Ring on incoming call
Microphone Microphone Array (Realtek(R) Audio
Speakers Speakers (Realtek(R) Audi >

ADVANCED PARAMETERS
Customize the ringtone

ColdRiver.wav v eee >

D Acoustic Echo Cancellation
Use System Volume v

Set as default Cancel

‘ Description

In this drop-down list, the audio device that you select will be used for phone’s output and
audio playback will be heard via the speakers. One is required for the primary audio device
and another one is optional for the secondary audio device. You can test them by clicking the

button in front of this drop-down list >

Use the button to stop the test.

Microphone

The audio device selected here picks up your speech and sends it to the phone.
You can check the maximum level of audio recording in real time in the progress bar located in

front of this drop-down list _

The Microphone of the secondary audio device is used for hands-free mode.
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“Acoustic echo
cancellation” check
box

This refers to the audibility of your voice in your earpiece. If you select this check box, echo is
supported.

Do not check this box if you are using a headset. The audio quality of your equipment would be
reduced. Select this option only if you are using IP Desktop Softphone in hands-free mode.

“Ring on incoming
call” check box

When the box is selected, the selected Speaker device is used for ringing.
It is present for both primary and secondary audio device.

“Customize the
ringtone” check box

To customize your ringtones, check this box. Otherwise the PABX ringtones will be played.
This function will be disabled if the cadence is enabled.

|:| Customize ringtone disabled because cadence is enabled

Ringtones

Once you check the “Customize the ringtone” you can select same ringtone for internal and

external calls: either in the drop-down list or by clicking the Browse l:'button, the
explorer window will open.

Then, select a .wav file. The phone uses this file while testing the audio properties.
The file you have selected is displayed next to this button.

“Use System Volume”
check box

To customize the volume level, you have either to check this box if you want to use system
volume, or uncheck it if you want to adjust the used volume level or mute it

i By default, the active volume is that of the audio device used in the audio configuration. You can

\\JJ customize the volume level using the audio setting windows (uncheck the box “Use System Volume”).
Also use your audio device or the +/- keys of the application if you want to temporarily change the
volume during the conversation.

DEFAULT AUDIO CONFIGURATION:

You can choose to set and save your default audio configuration, that will be taken automatically when a default device

is plugged.

Default configuration concerns: MICRO/SPEAKER of primary and secondary device and ringer device.
You can also visually see the default devices in the list box by a distinctive display (bold and blue color) when device is

detected by the system.

Default configuration is applicable when option "Headset Auto activation” is set to:

- Never

- on demand. (no popup when default device is plugged)
To do this operation, click on the “Set as default” button, you can either use this default configuration now (answer OK),
or when a default device is plugged.

IP Desktop Softphone - Apply Configuration X

o Do you want to use this default configuration now?

IP Desktop Softphone for Alcatel-Lucent Communication Servers
Installation and configuration manual - ALESVC56145 Ed 24.0

Page 33 of 79



https://alcatellucent.knowledgetree.com/action.php?kt_path_info=ktcore.actions.document.metadatasearch&method=%5b%22Reference%22%5d%5b%22reference%22%5d&queryType=is&data=ALESVC56185v0.1&fDocumentId=56185

IH Settings
General
PRIMARY AUDIO DEVICE
Appearance Jabra Link 370 e Ring on incoming call
Natwork Microphone Headset Microphone (Jabra Link 370
Speakers Headset Earphone (Jabra Link 370) S
Call
SECONDARY AUDIO DEVICE
Advanced Realtek(R) Audio v [ ] Ring on incoming call
ShortCuts Microphone Microphone Array (Realtek(R) Audio)
About Speakers Speakers (Realtek(R) Audio) »
ADVANCED PARAMETERS
Customize the ringtone
ColdRiver.wav v ese »
D Acoustic Echo Cancellation
Use System Volume
M'm @ Clear default conf Cancel

You want to remove the default configuration you set before, click on the button “Clear default conf”.
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5.6.5 Settings: Call tab
This window allows you to customize the call settings.
If access is secured, a password is requested.

IH Settings - O

General

PREFIXES
Appearance

Professional trunk seize ‘0 ‘
Network .

International ‘ 00 ‘
Audio National E ‘

Country code France 33 B

Advanced

EXTERNAL CALL
ShortCuts Minimum number of digits 9 o
About Excepted prefixes
[] mask external call number
oo ®
Field Name ‘ Description

Professional trunk seize

See the description of the "TRUNKSEIZE" field in Chapter 8 (Installation)

International

See the description of the “PREFIXINTERNATIONAL” field in Chapter 8 (Installation)

National

See the description of the “PREFIXNATIONAL” field in Chapter 8 (Installation)

Country code

See the description of the “COUNTRYCODE” field in Chapter 8 (Installation)

Minimum number of
digits

See the description of the “MINDIGITS” field in Chapter 8 (Installation)

Excepted prefixes

Exceptions from the previous field separated by spaces

Masking external call
number

Used to hide the call number, an "External Call" string will be displayed instead of the
number on the screen as well as all of the application’s menus.

5.6.6 Settings: Advanced tab

If access is secured, a password is requested.
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B Settings — O X

General
SHARED NUMBER MODE

Appearance [[] Activate Shared Number Mode

Hhatynch RINGING CADENCE

Aiidio [] Enable ringing cadence

Call LOCATION SERVER FOR ALERT CALL
Base URL https://172.25.171.25/|
ACCESSIBILITY

ShortCuts
[] press twice to validate

About [] Adapt to JAWS

s @

Field Name ‘ Description

Shared Number Mode Choosing Shared Number Mode will link the Softphone ID to the PC (one ID only per PC).
Ringing cadence Used to activate or not the cadence for ringing, by default it is not activated.

Location Server for alert call | URL of the VNA server.

Press twice to validate If checked, the user must press the button twice. The first press is used to know the
function of the button. The second press executes the function.

Adapt to JAWS This option is only for interface buttons. If checked the keyboard events (like “Enter”)
executes the button function. If not, the keyboard event is sent to PBX
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5.6.7 Settings: Shortcuts tab
This window allows you to set keyboard shortcuts for different application buttons.

The first choice of shortcut combination is none, Ctrl of Shift keyboard key. The second part of
combination is F1 to F12 keyboard keys.

Examples: F4, Ctrl F4 or Shift F4.

IH Settings - O X
General KEYBOARD SHORTCUTS -
Appearance Button ShortCuts

n F1 Softkey None v  'None v
e “ F2 Softkey None ~ None v
Audio © Settings None v |None v
4% Audio settings None v~ Nome v
Call

2 Message None v None v
Advanced (%) OK/Take call None v~ |Nome v
) Release call None v~ |None v
® Redial call None v |None v
About 0 Handsfree None v |None v
(®) Enable/Disable ringing None ~ |None v
'_\ Enable/Disable microphone None v~  |None v
) Increase volume None v |None v
= Decrease volume None v~ |None v

(e Back None ~  [None v >4

e @
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5.6.8 Settings: About tab

I8 Settings

General

Appearance

Network

Audio

Call

Advanced

ShortCuts

IP Desktop Softphone
| p © Copyright 2022 ALE International, ALE USA. Inc.

All rights reserved in all countries.

INFORMATION

Version: 13.0.2.0
Build id: 20220512-1026

Microsoft Windows 10 Pro (build 19044),64-bit
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5.7 Uninstalling
Close the application before starting the uninstallation process
5.7.1 Uninstalling Using Windows Shortcut

To uninstall the application from Windows:

Start > All Programs = Alcatel-Lucent Enterprise - Uninstall

. Alcatel-Lucent Enterprise

4;' Collect Data
Installation and Admin Guide
IP Desktop Softphone
Stop Supervision
Uninstall

User Manual

5.7.2 Uninstalling Using: .msi File from command prompt

msiexec /x IPDesktopSoftphone_13.X.YY.msi

Component Description

msiexec Microsoft command to execute file with ‘msi’ extension
/X Setting indicating uninstallation
IPDesktopSoftphone_13.X.YY.msi Name of the file to be executed.
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5.8 RUN mode

5.8.1 Version
Check the installed version with the "?" button

IH Settings - O X

General

IP Desktop Softphone
Appearance

© Copyright 2022 ALE International, ALE USA. Inc.

All rights reserved in all countries.
Network
Audio INFORMATION

Version: 13.0.0.0

Call

Build id: 20220414-1725
Advanced

Microsoft Windows 10 Pro (build 19041),64-bit

Alcatel-Lucent
s @ ot | I

5.8.2 Activating traces

To activate the traces:

1. Edit the file log4cxx.xml in the installation directory.
2. Locate the line (normally line 84 to 90)
o <level value="OFF" class="org.apache.log4j.xml.Level" />
3. By default, the value is OFF. Replace the OFF value with INFO.
o <level value="INFO" class="org.apache.log4j.xml.Level" />
4, Save the file
5. Restart the IP Desktop Softphone to take changes into account.

Log files are located under the directory:
C:\Users\<username>\AppData\Local\Temp\Alcatel-Lucent Enterprise\IP Desktop SoftPhone\logs

Where <username> is the current Windows username
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5.9 IP Desktop Softphone REST API

The IP Desktop Softphone REST API is based on HTTP POST request which makes it easy for developers to
write applications that can perform call actions on IP Desktop Softphone (make call, release call). This
service is available only from the localhost (host where IP desktop Softphone is running), it cannot be
called from remote host.

5.9.1 How to access IP Desktop Softphone REST API?

To access REST APIs, client must prefix the requests by the domain
http://localhost:<REST_SERVER_PORT>/IPDSPAction/Call, or
http://127.0.0.1:<REST_SERVER_PORT>/IPDSPAction/Call, where <REST_SERVER_PORT> is the REST port
number configured during installation (refer to chapter 5.2.3), default value of port number is 8097.
Only POST request is used in IP Desktop Softphone REST API.

HTTP request header Content-type must be application-json (Content-Type: application/json).

The body of the request has the following json format:

{
action: makeCall / hangUp
data1: <number to call>
data2:

3

action can have two possible values: makeCall (to make a call) or hangUp (to release call).
data1: the number to call. (in case of action = makeCall).
data2 is not used for the moment (for future use).

Example:

Url: http://localhost:9097/1PDSPAction/Call

To call number 0123456789:

{
"action": "makeCall",
"datal": "0123456789",
" data2 " : mn

}

To release call:

{
"action": "hangup",
" datal " H mn ,
" data2 " H mn

}
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5.10 Emergency Calling Location

The IPDSP dervice that will play the role of location provider is VNA server. VNA provides an API to all IPDSP

device to update the location information for a given phone device.
A default location information is set in VNA as the company location information. That means by default

the devices have not to manage the location information.
Ones the phone device moves to company outside, it must manage the new location (for instance home

working).

GLOBAL ARCHITECTURE FOR IPDSP DESKTOP

Company.
¢ public Trunk 911
: PSAP

1
Bandwidth |
Databases.

s EMergency call

mmm Location information

Remote worker

e At First startup, IPDSP will show the pop-up to connect to VNA server:

IP Emergency Calling Location

Login [12345 |

Password |°'°" |

Alcatel- Lucent i

e After and for each startup, IPDSP will show the pop-up with 2 options:
- default location that is managed at company level, inside the VNA server
- other location that asked the end-user to enter the whole address where he is using the IPDSP
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IH Emergency Calling Location — ] =
@ Default Company Location

) Other Location

Alcatel-Lucent :

e Each time the IPDSP is restarted, the pop-up is displayed.

o The last choice is presented as the preferred choice (example: last choice = Other Location, at the
restart the tick choixe is “Other location”)

e The “other location” information is stored with the end-user data and presented again in the pop-
up each time it is displayed.

o |f Other Location is chosen and address fields are empty, the user is unable to save this choice (OK
button not active)

IB Emergency Calling Location — | X
O Default Company Location

@® Other Location

Name lJohn Smith|
Street Number 26801
Street Name |AGOURA RD

|
|
|
Address Line 2 ‘ ‘
J
|
|

city [cALABASAS

ZIP Code [91301-5122

State [ca

Country United States v
Call me at this number |81 88784500 ‘
Emergency Phone ‘911 ]

Alcatel-Lucent "
g uoms @ EEE
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6. VDI Environment

6.1 VDI Feature

A VDI solution allows to display on a PC, applications or whole desktop running on a remote server. This type
of infrastructure offers several advantages (deployment, updates, security, ...)

A VDI solution is based on a server/client exchange done through a dedicated connection within which all
flows required for applications are compressed and carried.

To summarize, an application runs on remote server and all media are carried to simulate a local application.

As of Release 12.0, IP Desktop softphone supports following VDI solution:
e  Citrix Virtual App and Desktop 7

VDI solution to be supported soon:
e VMWare Horizon
e Microsoft RDS 2016/2019

The extension module hosted on the end-user PC and named Virtual Voice eXtension (VVX) manages NOE and
RTP protocols, ensuring quality and performance.

The dialog between the IPDSP running on the VDI server and the VVX module is done through an HTTPS link.
It is used to send configuration values, manage event from network and USB (headset) ...

Company

. *
-----------------------------------------------
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6.2 Installation prerequisites
The minimum requirements without which the application cannot function correctly are described below.

6.2.1 Hardware
Hardware prerequisite to install VVX module on user PC.

Processor 2 GHz Minimum

RAM 2 GB for Windows

Disk space 80 MB free space

Sound card Integrated sound card or USB headset

6.2.2 Operating system

Please refer to the MLE_CrossCompatibility compatibility matrix. Contact your partner.

6.2.3 Networking

Network Interface card Ethernet Card or Wireless LAN Card

6.2.4 VPN
Refer to the Windows section: VPN

6.2.5 .NET Framework

o The IP Desktop Softphone application requires Microsoft .NET Framework 4

To install Microsoft .NET Framework 4 (if not already installed) please visit:
https: //www.microsoft.com/en-us/download/details.aspx?id=17851

e The VVX module requires Microsoft .NET Framework 4.6.1

To install Microsoft .NET Framework 4 (if not already installed) please visit:
https: //www.microsoft.com/en-us/download/details.aspx?id=49981

6.2.6 Ports

The ports used by the application are identical to Windows and described below:
UDP ports used (OXE context),
TCP used ports (OXE context),
UDP used ports (OXO context)
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Supplementary ports for VVX module:

e Websocket port: Default value is 1443, it can be changed.
Used for the dialog between the IPDSP and the VVX module.

e Service Socket port: Default value is 1444, it can be changed.
Socket port for link between VVX module and VVX service (monitoring).

6.3 Installation and upgrade procedures

Installation of IP Desktop Softphone for VDI mode involves installing two msi files:

e |PDesktopSoftphone_13.0.x.msi deployed on VDI server
e SetupVVXserver_13.0.x.msi deployed on end-user PCs

6.3.1 Installation on VDI server

The IPDesktopSoftphone_13.0.x.msi is the same for installation of IPDSP in VDI mode or normal mode.

e For VDI mode, during installation the parameter “Virtual Server Mode” must be selected

e For the dialog between the IPDSP and the VVX module running on user PC, the “Virtual Server Port”
must be set. The Same value is set on VVX module. Default value is 1443

o The check box (Accept-self-Signed certificates) is unchecked by default, it sets the level of security
to the value 1, which indicates that IP Desktop Softphone will not accept WebSocket connection to
VVX that has self-signed certificate. Check this box if the level of security is 0: Self-signed
certificate is accepted to establish connection between IP Desktop Softphone and VVX.

H@ IP Desktop Softphone 13.0.0 Setup — X

Virtual Desktop Infrastructure (VDI) Alcatel-Lucent @

IP Dektop Softphone Installation in a VDI environment

Virtual Voice Extension Port: |1443

[ ] Accept Self-Signed Certificates

Back Cancel
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e |nstallation in command line mode

From the command prompt, it is possible to install the IPDSP:

msiexec /i IPDesktopSoftphone 13.X.YY.msi
VDI_MODE=<number> VDI_PORT=<number> VDI_SECURITY_LEVEL=<number> /qn

For the other parameters see the Windows sections: Installation in command line mode

SHAREDNUMBERMODE and MAC_ID are not recommended for use in case of VDI, because they can
associate to all VDI users the same extension number.
It is recommended in case of an installation using command line to use silent mode(/gn).

Component Description

msiexec

Microsoft command to execute file with ‘msi’ extension

/i

Optional setting for Status Messages. For more of such options, you
can key in the following at command prompt: msiexec /i

IPDesktopSoftphone_13.X.YY.msi

Name of file that is to be executed.

VDI_MODE=<number>

Select the VDI mode or Normal mode
The possible values are:
e 0 Normal mode (default value)
e 1VDI mode

VDI_PORT=<number>

“Virtual Server Port”: For the dialog between the IPDSP and the
VVX module running on user PC.

The Same value must be set on VVX module.
Default value is 1443

VDI_SECURITY_LEVEL=<number>

This value indicates the level of security when IP Desktop Softphone
establishes WebSocket connection with VVX.

The possible values are:
e 1:indicates that IP Desktop Softphone will not accept

establishing WebSocket connection with VVX that has self-
signed certificate. This is the default value.

e 0O (low security level): indicates that IP Desktop Softphone
will accept establishing WebSocket connection with VVX
that has self-signed certificate.

/gn

Option to launch installation using command line in silent mode.

. When updating the same version as the installed version (to modify the installation settings for
‘!r) example), execute the command by adding the /famv option to force the taking into account of the

new values.

msiexec /famv IPDesktopSoftphone 13.X.YY.msi VDI_PORT=<number> /qgn

In case of upgrade, only parameters which are expressed in command line take a new value. All other

parameters are unchanged.

It is recommended in case of an update using command line to use silent mode(/qn).
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By default, the configuration files are located in:
C:\Users\<user name>\AppData\Roaming\Alcatel-Lucent Enterprise\IP Desktop Softphone\config

6.3.2 Installation on User PC

For the first installation, run the file SetupVVXserver_13.0.x.msi to install the VVX module on the user PC.
e Follow the instructions on the screen step by step:
1. Read carefully and accept the license agreement
2. Change the installation location if necessary

3. Change the connection parameters to VDI server if necessary

H@ Virtual Voice eXtension 13.0.0 — X

Installing Virtual Voice eXtension 13.0.0 ficatel-Lucent @

Websockels parameters

Virtual Server port:
1443

Service Socket port:
1444

< Back Next > Cancel

The “Virtual Server port” value must be set to the same value set in VDI server. Default value is 1443.
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4. Fill the Certificate parameters

Fill in the "Certificate name”. (CN value in the certificate subject field). If this field is kept empty or filled
with a value that is not present in the store, the VVX will create a self-signed certificate for the
WebSocket.

The "Certificate Store (Web Socket)" parameter must be filled with the value corresponding to the store
used:

e Value 0 for the "Personal” store.
e Value 1 for the "Trusted Root Certificate Authorities” store.
e Value 2 for the "Trusted Publishers" store.

NB: The stores used are the Computer account stores, and not User account ones.

]@ Virtual Voice eXtension 13.0.0 — X

Installing Virtual Voice eXtension 13.0.0 Alcatel-Lucent @

Cerlificate parameters

Certificate Name:

Cerificate Store:
\0

< Back Next > Cancel
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5. Notice for Plantronics Hub

@' Virtual Voice eXtension 13.0.0 — X

Virtual Voice eXtension 13.0.0 Information Mcabel-Lownt @

Plantronics Hub

If you use Poly devices, please make sure you installed Plantronics Hub.

If you want to download Plantronics Hub from the site, go to the following link:

https://www.poly.com/us/en/support/downloads-apps/hub-desktop

< Back Next > Cancel

6. You can install Plantronics hub now or after the end of installation
7. Click Next to install VVX module
8. Click Close to exit,

The VVX module is installed and is started automatically by the VVX service (named VVXService)
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@' Virtual Voice eXtension 13.0.0 — el

Installation Complete Aicatel-Lucent @

Virtual Voice eXitension 13.0.0 has been successfully installed.

Click "Close" to exit.

Please use Windows Update to check for any critical updates to the NET Framework.

< Back | Close | Cancel
Field Name Description
Virtual Server port “Virtual Server port” is a Websocket for the dialog between the IPDSP and the VVX

module. The Same value must be set on the two parts. Default value is 1443.

Service Socket port Value of socket port for link between VVX module and VVX service (monitoring).
Default value is 1444.

Certificate Name Certificate name for secure connection. (CN value in certificate subject field)
If empty, the VVX will create a self-signed certificate.

The "Certificate Store” (Web Socket) parameter must be filled with the value
corresponding to the store used (Computer account):

e Value 0 for the "Personal” store.

e Value 1 for the "Trusted Root Certificate Authorities" store.

e Value 2 for the "Trusted Publishers" store.

Certificate Store

e Installation in command line mode

From the command prompt, it is possible to install the VVX module:

msiexec /i SetupVVXserver 13.X.YY.msi
LOCAL WS_PORT=<number>
SERVICE PORT=<number>
CERT_ NAME=<name> CERT_ STORE=<store> /gn
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Component Description

msiexec Microsoft command to execute file with ‘msi’ extension

/i Optional setting for Status Messages. For more of such options, you
can key in the following at command prompt: msiexec /i

SetupVVXserver_13.X.YY.msi Name of file that is to be executed.

LOCAL_WS_PORT=<number> “Virtual Server Port” (Websocket port): For the dialog between the
IPDSP and the VVX module running on user PC.

The Same value must be set on VVX module.
Default value is 1443

SERVICE_PORT=<number> Value of socket port for link between VVX module and VVX service
(monitoring).

Default value is 1444.

CERT_NAME=<name> Certificate name for secure connection. (CN value in certificate
subject field). If this field is not present, VVX will create a self-
signed certificate.

CERT STORE=<store> The "Certificate Store” (Web Socket) parameter must be filled with
a the value corresponding to the store used (Computer account):

e Value 0 for the "Personal” store.

e Value 1 for the "Trusted Root Certificate Authorities” store.

Value 2 for the "Trusted Publishers" store.

/gn Option to launch installation using command line in silent mode.

. When updating the same version as the installed version (to modify the installation settings for
\]) example), execute the command by adding the /famv option to force the taking into account of the
new values.

msiexec /famv SetupVVXserver 13.X.YY.msi LOCAL WS_PORT=<number> /gn

In case of upgrade, only parameters which are expressed in command line take a new value. All other
parameters are unchanged.

It is recommended in case of an update using command line to use silent mode(/qn).
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6.4 Launching the application

To start the softphone, use the shortcut of the application created during the installation on the VDI server
(used as application or in whole desktop)

IP Desktop
Softphone

Or access the application from the start menu.

Upon first startup, it is necessary to fill in the connection information to the OXE or OXO telephony server.
This information is configurable from Settings: Network tab

6.4.1 Application Monitoring

e Monitoring for IP Desktop Softphone on VDI server:
A monitoring system for IP Desktop Softphone is activated when the application starts. This will restart the
IP Desktop Softphone automatically if the application freezes or unexpectedly stops.
Supervision is disabled when the IP Desktop Softphone is normally stopped.

e Monitoring for VVX module on User PC:
A service process ‘VVXService’ is in charge of monitoring the VVX, it is started at the installation of the VVX
module. It launches the VVX automatically.

VVX module is always ‘Running’, VVXService will restart VVX automatically if it freezes or unexpectedly stops.

To stop VVX module, go to Windows “Service application” and stop “VVXService”

" Services (Local)
VVXService Name Description Status Startup Type Log On As

Lh WalletService Hosts object.. Manual Local System

Stop the service

. b # 1\/\/XService Serviceto m.. Running  Automatic Local System

Restart the service . : : " .
L1 Volumetric Audio Composit..  Hosts spatial... Manual Local Service
£ Volume Shadow Copv Manaaes an... Manual Local Svstem

6.4.2 Registration

The registration procedures are identical to those described in the Windows sections:
e Registration in OXE context
e Registration in OXO context
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6.5 Configuration of Application

Customize the application to suit your existing environment.

= - Only the administrator settings are documented in this section.
All settings are detailed in the user manual.

The configuration is identical to those described in the Windows sections: Configuration of application

6.6 Upgrade procedure

Only the IPDesktopSoftphone must be upgraded on VDI server.

if required, VVX is automatically updated on next connection.

6.7 Uninstalling

6.7.1 Uninstalling of IPDesktopSoftphone on VDI server

Close the application before starting the uninstallation process.

The process is identical to those described in the Windows sections: Uninstalling

6.7.2 Uninstalling of VVX module on User PC

To uninstall the application from Windows:

Open Control Panel: Control Panel\Programs\Programs and Features, select “Virtual Voice eXtension X.Y.Z”
and click “Uninstall”.

IF Virtual Voice eXtension 13.0.0

IB P Desktop Softphone 13.0.0 Uninstall
TeamViewer Change
& Microsoft Edge Repair

¢ Google Chrome

6.7.3 Uninstalling Using: .msi File from command prompt

msiexec /x IPDesktopSoftphone_13.X.YY.msi

msiexec /x SetupVVXserver_13.X.YY.msi

IP Desktop Softphone for Alcatel-Lucent Communication Servers
Installation and configuration manual - ALESVC56145 Ed 24.0
Page 54 of 79


https://alcatellucent.knowledgetree.com/action.php?kt_path_info=ktcore.actions.document.metadatasearch&method=%5b%22Reference%22%5d%5b%22reference%22%5d&queryType=is&data=ALESVC56185v0.1&fDocumentId=56185

Component Description

msiexec

Microsoft command to execute file with ‘msi’ extension

/X

Setting indicating uninstallation

SetupVVXserver_13.X.YY.msi

Name of the file to be executed.

6.8 RUN mode

6.8.1 Version

Check the installed version with the "?" button on IP Desktop Softphone
For VDI use, “VDI mode activated” is mentioned.

IQ Settings
General
Appearance | p
MNetwork
Audio (remote) INFORMATION
Version: 13.0.2.0
Call
Build id: 2022051
Advanced
ShortCuts

Alcatel-Lucent @

Entarpise

IP Desktop Softphone

© Copyright 2022 ALE International, ALE USA. Inc.
All rights reserved in all countries.

2-1026

Microsoft Windows 10 Pro (build 19044),64-bit

VDI mode activated.

IP Desktop Softphone for Alcatel-Lucent Communication Servers
Installation and configuration manual - ALESVC56145 Ed 24.0

Page 55 of 79



https://alcatellucent.knowledgetree.com/action.php?kt_path_info=ktcore.actions.document.metadatasearch&method=%5b%22Reference%22%5d%5b%22reference%22%5d&queryType=is&data=ALESVC56185v0.1&fDocumentId=56185

Check the installed version of VVX module by Right click on VVX icon on user PC systray, select “About”

Virtual Voice eXtension

Virtual Voice eXtension (VVX for IP Desktop Softphone)

oK
Version:13.0.0
Build id: 20220414-1440

© Copyright 2022 ALE International, ALE USA. Inc.
All rights reserved in all countries.

Microsoft Windows 10 Pro (build 19041),64-bit

If necessary, VVX module can be restarted by selecting “Reset” on VVX icon.

6.8.2 Activating traces

To activate the traces:

—_

Edit the file log4cxx.xml in the installation directory.

2. Locate the line (normally line 84 to 90)
o <level value="OFF" class="org.apache.log4j.xml.Level" />
3. By default, the value is OFF. Replace the OFF value with INFO.
o <level value="INFO" class="org.apache.log4j.xml.Level" />
4. Save the file
5. Restart the IP Desktop Softphone to take changes into account.

e For IPDSP on VDI server, log files are located under the directory:
C:\Users\<username>\AppData\Roaming\Alcatel-Lucent Enterprise\IP Desktop Softphone\logs
Where <username> is the VDI session username.

e For VVX module on user PC, log files are located under the directory:
C:\Users\<username>\AppData\Local\Temp\Alcatel-Lucent Enterprise\VVX\logs

Where <username> is the current Windows username.
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6.9 Restrictions:

Feature Description

Customize ringtone The feature “Customize ringtone” in Audio settings is not available for
VDI mode
Multi-session IP Desktop Softphone cannot be launched in Desktop and Application

Modes simultaneously

API Rest The API Rest for take call / make call are not available

Missed calls notification badge Application Mode: There is no notification badge on IPDSP icon in
Taskbar to indicates the total number of missed calls or messages

TEL protocol Available only with browser in VDI application mode also or in VDI
desktop.

Outlook Addin Available only with Outlook in VDI application mode also or in VDI
desktop.

Call selected number Quick key Available if the number is selected and copied and IPDSP or VDI
desktop have the focus

Maximize Quick key Application Mode: Not available
Desktop mode: Available only if VDI desktop have the focus

Click to call Available if the number is selected and copied

OXO Server IPDSP in VDI mode is not supported on OXO server
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7. Mac OS Environment

7.1 Installation prerequisites
The minimum requirements without which the application cannot function correctly are described below.

7.1.1 Hardware

Processor Intel 1.6 GHz Minimum

RAM 512 Mo Minimum

Disk space 50 MB free space

Sound card Integrated sound card or USB headset

7.1.2 Operating system
Please refer to the MLE_CrossCompatibility compatibility matrix. Contact your partner.

7.1.3 Networking

Network Interface card Ethernet Card or Wireless LAN Card

7.1.4 VPN
Refer to the Windows section: VPN

7.1.5 Ports
\i) Only TFTP ports are operating system dependent, macOS in the case of MAC installation.

For the rest, the ports used by the application are identical to Windows and described above:
UDP ports used (OXE context),
TCP used ports (OXE context),
UDP used ports (OXO context)

7.2 Installation and upgrade procedures
Note that this procedure is valid for both installation and upgrade of the application.
7.2.1 Installation Mode

Installation of IP Desktop Softphone for Mac OS involves installing IpDesktopSoftphone_11.x.pkg.
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7.2.2 Installation in graphic mode

| [ ] « Install IP Desktop Softphone

Welcome to the IP Desktop Softphone Installer

Welcome to the IP Desktop Softphone 11.0.63 installer
Introduction

[=

ipdesktop
softphone

Continue

Follow the steps below to install this package:

e Login to the system with the credentials of a user with installation rights
¢ Run the file IPdesktopSoftphone_11_x.pkg.
e Follow the instructions on the screen step by step:

1. Read carefully and accept the license agreement
2. Select the destination disk

3. Change the installation location if necessary

4. Enter

e Before starting the installation, enter the username and password

e Once completed, a message will inform you that the installation is running smoothly

‘® « Install IP Desktop Softphone

The installation was completed successfully.

Introduction
License
Destination Select
Installation Type

Installation The installation was successful.

Summary

[=

ipdesktop
softphone

The software was installed.
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7.3 Launching the application

To start the softphone, go to the Applications menu:

‘ece [ Applications
< a8 éEnm = # MO a Q
Back/Forward View Arrange  Action Share Add Tags Search
@) Airbrop @ App Store.app
§ B Application Loader.app
£ Anmy Files & Automator.app
< iCloud Drive T Calculator.app
Acptons 0
& Chess.app
[ Desktop B Contacts.app
18 Documents @ Deshboard.anp
B Dictionary.app
© Downloads [ Docs for Xcode.app
Dev & DVD Player.app
T FaceTime.app
Shared A Filezila 2.app
& Font Bock.app
R # GarageBand.app
@ Red @ HockeyApp.app
B O iBooks.app IpDesktopSoftPhone.app
& Image Capture.app
Yellow & Image2icon.app
Green # iMovie.app Today, 12:59
(&) IpDesktopSoftPhone.app Today, 13:05
L B iPhoto.app Today, 13:0
Purple (@ iTunes.app 11‘;0.53
oG T Keynote.app Add Tags...
ey @ Launchpad.app
All Tags... % Mailapp

Upon first startup, it is necessary to fill in the connection information to the OXE or OXO telephony server.
This information is configurable from Settings: Network tab

7.3.1 Registration

The registration procedures are identical to those described in the Windows sections:
e Registration in OXE context
e Registration in OXO context

7.4 Configuration of Application

Customize the application to suit your existing environment.

= . Only the administrator settings are documented in this section.
All settings are detailed in the user manual.

Access the configuration options as shown below:
& Help

About IP Desktop Softphone

Settings

Services - B fl Sound  Network  Advanced
Hide IP Desktop Softphone  38H
Hide Others X #H -
Skin 8068 o
Quit IP Desktop Softphone  3Q Emulation Type 8068 *I I
Toaster option On @
Headset auto activation switch
On Demand © Always Never
Cancel
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7.4.1 Settings: General tab
Refer to the user manual

7.4.2 Settings: Sound tab
Refer to the user manual

7.4.3 Settings: Network tab

Settings

General  Sound W Advanced

Main TFTP 172.25.171.25
Backup TFTP
Mac Address
“ Cancel
Field Description
Main TFTP This field is mandatory, it allows connection of the phone.

If you do not enter an address or if the address is incorrect, you will not be
connected and receive the following error message: CONNECTION LOST

Backup TFTP This field is optional.
Enter the secondary TFTP server address if applicable

MAC Address This field is not configurable.
The value displayed is the MAC address of your system.
It is read by the application

7.4.4 Settings: Advanced tab

Settings
General Sound  Metwork @
Professional trunk seize [ 0 ]
International 00
Mational 0
Country code France 33 _H

External Call:

Minimum number of digits 9

Excepted prefixes

[ ok Cancel
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This page is for customizing call settings.

Field Description

Professional trunk seize Prefix to make external call. The default value is "0"

International International call prefix. The default value is "00"

National First digit used in the country for national calls (06 12 34 56 78).
Default value is 0

Country code ;’25 international dialing code of the country. Default value: “France

The associated values are listed in a list.

Minimum number of digits Minimum number of digits: default value: "9" Any phone number whose
number of digits is greater than or equal to the value of this setting
will be interpreted as an external number (the professional trunk seize
prefix will be added before dialling)

Excepted prefixes Exceptions from the previous field separated by spaces.

7.5 Uninstalling
To uninstall the IP Desktop Softphone application, follow the steps below:

Open the Finder

Click on the Applications folder.

In the list on the right, look for: IPDesktopSoftphone.

Right click on it. A new menu is displayed.

Click on Move to Trash.

This operation starts the uninstallation of the IP Desktop Softphone application.
The following screen opens:

NouhAwN-=
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Copy "IpDesktopSoftPhone.app”

Show View Options

Tags...
® ( N N N

Open File in TextWrangler
Reveal in Finder

e e [ Applications
< g =) =y %y 4 O Q Search
Back/Forward View Arrange Action Share Add Tags Search
Favoritas s App Store.app
o Application Loader.app
@) Airdrop § Automator.app
E Al My Files T calculator.app
& iCloud Drive L3 caiendat.anp
4. Chess.app
[PASR I | ® conacis v
[ Desktop @ Dashboard.app
@ Dictionary.app
B Documents [ Docs for Xcode.app
© Downloads & DVD Player.ap| Open
o L FaceTime.app
Dev & Fiezila 2.app Show Package Contents
Devices LIRS Move to Trash: pSoftPhone.app
o & GarageBand.a|
Q KINGSTON = @ HockeyApp.ap  Get Info 16.2MB
Shared Q) iBooks.app Rename
& Image Capture  Compress “IpDesktopSoftPhone.app” day 16:37
Tags ' ® Image2icon.ag  Burn “IpDesktopSoftPhone.app” to Disc... day, 16:37
® Red *_iMovie.app Duplicate 063
o ||nmmmn Make Alias Id Tags...
@' iPhoto.app Quick Look "IpDesktopSoftPhone.app”
Yellow (&) iTunes.app Share »
=)

7.6 RUN mode

7.6.1 Version

To check the version number, click the “About IP Desktop Softphone” menu

[ ¥ 1P Desktop Softphone G

About IP Desktop Softphone
Settings %,
Services >

Hide IP Desktop Softphone  8H
Hide Others NaH

Quit IP Desktop Softphone  38Q

7.6.2 Activating traces

To activate the traces:

1. Edit the pcmm.cfg¢ file in the home directory of the current user (/ Users / <user name> ).

Alcatel-Lucent 4

=

P Deskmpsufmhone
t Version

P Desmp-s.hmnmmmmon
of the IP Touch 8068 on MAC.

Gopyright © 2007-2018, ALE International.

2. Enter the name of the log file in the “output” setting.
For example: output= pcmm.log.
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3. Set the trace levels for tftp, ua, pcmm and abers. For crypto, nomadic, MMC, cnx and soap
entries, keep 0.
Levels of traces:

No traces

Error and main trace

Warning and secondary trace

Detailed data to be transmitted to ALE

Troubleshooting traces

hAwN=2e

In the following example, the trace level is set to 3 (detailed data to be sent to R&D)

tftp=3
ua=3
pcmm=3
abers=3
crypto=0
nomadic=0
soap=0
MMC=0
cnx=0
4, Save the file
5. Restart the IP Desktop Softphone application to take changes into account.
6. When traces are activated, two files are generated: pcmm.log (as configured below) and
abers.log.
» The Pcmm.log contains the traces of the tftp, ua and pcmm
» The abers.log file includes traces of the abers module.
Note:

Traces should only be activated in the event of a malfunction and are disabled during standard
operation of the IP Desktop Softphone application. The aim is to avoid reducing the performance of
the software, especially as the size of the log files increases.
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8. Android Environment

This part of the document describes the Android installation procedure.
8.1 Installation prerequisites
The minimum requirements without which the application cannot function correctly are described below

8.1.1 Hardware and Operating system supported
Please refer to the MLE_CrossCompatibility compatibility matrix. Contact your partner.

8.1.2 VPN
Refer to the Windows section: VPN

8.2 Installation Procedure

8.2.1 OXE Pre Requisites

After installing the software, you will need to configure the application in order to associate a phone from
OXE to the application. To do this, perform the OXE configuration as described in the sectionOXE
Configuration.

8.2.2 Installing from the Play Store

As the application’s installation is performed by the end user directly from the “Play Store”, it is described
in the user manual.

8.2.1 MDM installation

It is possible to deploy applications using MDM type tools.
Contact your partner to get the application in APK format, then refer to the documentation of the
deployment tool used.

8.3 Launching the application

Upon first startup, it is necessary to fill in the connection information to the telephony server. This
information is configurable from the application options.

8.3.1 Registration

The registration procedures are identical to those described in the Windows sections:
e Registration in OXE context
e Registration in OXO context
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9. OXE Configuration

This section describes the OXE configuration.
The OXE configuration is independent of the IP Desktop Softphone installation environment.

9.1 User configuration
In the telephony server, create a user type IPTouch 8068s.

—Create: lUsers

Hode Number (reserved) : 1
Directory Humber : 3000

Directory name : IP PHOM
Directory First Mame : DESKTOP
Shelf paddress : 255
Board Address : 255
Equipment Address : 255
(Set Type + IPTouch 8068s)
Entity Humber : 1
Set Function + Default
Profile Mame ;| —========-====-
Key Profiles + Hone
Domain Identifier : 0
Language ID : 1

Gecret Code : »¥xx
t wake

If native encryption is used, enable Native Encryption parameter

In TSC IP settings, the value of the IP Softphone emulation field must be YES

—Revieu/Modify: TSC IP User

Hode Humber (reserved) : 1
Directory Humber : 3000
Directory Humber : 3000

Set Type *+ IPTouch BO0G68s
Voice Coding Algorithm + Default
Terminal Ethernet Address : 00:00:00:00:00:00
IP Address : Unused
IP Domain Mumber : 0
Use of volume in system + YES
Reset For Update Authorized + YES
(IP-8ofiphone Emulation + YES |
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9.2 Add-on module /AOM configuration

To activate an additional keypad, it is necessary to declare the keypad at the OXE user level

—Review/Modify: User

HMCMAZDIC + False
TLRPI premium server + HO
Conference group : -1
Announcement group : -1
Call Restriction CO5 : 0O
Applicable Restriction CO3 @ O

Letivation mode : O
PBrigrity Lewvel : 0

LZctivation mode : 0
Priority Level : 0

Pre-emptable Primary Inc. Line + NO
Pre-emptable Secondary Inc. Line + NO
Priprity Presentation + NO

Ith Service type + Not Valid
CUG List Nuwmber : -1
Preferential CUG : -1

CUG Cutgoing Access + False
CUG Incoming Bcocess + False
Butomatic reconfiguration + CTQ Forbidden - Connection TO
Lssociated RST @ ———————

[ 2dd On Module 1 + Electronic 14 Keys |
Zdd On Module 2 + Hone
Zdd On Module 3 + Hone
Internal Alphanum.Keyboard + English

Called Associated DECT set : ————————
Dial by name and text msg. + HNO
Text msg number : &

Once completed, and the option confirmed in OXE, the phone offers the option of extended keypad to 14
keys.

You can choose up to 3 additional keypads for Windows:

e AOM10: The keypad contains 10 buttons.
e AOM40: The keypad contains 40 keys for each tab (two tabs available)
e AOMEL: The keypad contains 14 buttons for each tab (three tabs available)

For IPDSP MacOS and Android, only one 14-keys AOM can be configured.
9.3 Licensing

The use of the application requires an IP Desktop Softphone license and an IP license for each user on the
OmniPCX Enterprise server.
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10. OXO Configuration

This section describes the OXO configuration.
The 0XO configuration is independent of the IP Desktop Softphone installation environment.

10.1 User configuration

In the call server, the user is created with the “IP Desktop Softphone” device type.

c OmniPCX Office Management Console - [Database: Customer ID: CUSTO_OX01] ==
File Comm View Options
He & @ 7
 omc | Liste des Pastes/Bornes
£-53 CUSTO_OX0L B 2
@ Customer/Supplier Info il
&8 Installation typical || SU¥ Subscribers/Basestations List [
& Modification typical
03 Numbering @ Phy.&dd ) No. ©) Teminal/Basestat. ) Name add
K Collective Speed Dialing 010001 w [
> Delete
-~} Directory 3400401 129 IPTauch 4088/1P ~ -
2% LDAP Connector 34-005-01 130 IPTouch 4088/1P
3 Subscribers/Basestations List | 3400601 13 IPTauch 4038/P
4 Voice P = 94-007-01 132 IPTouch 4058/ L)
&) Voice Processing 400501 13 IPTowch 40551
@ Time Ranges 3400301 134 IP Desktap SoftPhone i
ﬂ?l Attendant Greups 94-010-01 13 PToygh Anconn
b Hunting Groups 94-011-M 136 IP Desktop SoftPhone
3402 142 A TR EE e e —
Broadeast Groups 94407301 13 Open 5IP Phone L
- Pickup Groups 94-01 4-011 139 6068 Premium DeskPhone 1
[ Manager-Secretary Relations | 841501 140 IPTauch 4058/1P i =
-y Subscribers Misc 3401601 141 8088 Fremium DeskPhone 29
(@ Brtemal Lines S4017-01 137 IF Desktop SoftPhane - e
-*%M Hardware and Limits
- Metering
g Traffic Sharing & Barring L
) Network Management Control
61 %5 Vnice Over 1P a2
< I ] v
i France Alcatel Lucent OmniPCX RLx...R10.x Business ==

To view or edit the user configuration, click the “Details” button.

) .
Subscriber [&J
Phy. Add 24017101 Y 24

Name [

Features ][ Paszword ]

Dir. Murnbers 150N
_ etering
Int, Mo. 136

[ spdDial | [ Misc

Secondary sets

]

]
[ Barring H Diversion ]
]

Teminal

riginal Type IP Desktop SoftPhone I Dyn. Fout ] [ SelDivers
Temparary Type DECT/P'w T Hatel
Made PLMode [ psp | appoint |

Lo
Software Version @

BootLoader Version 205,256,265
Data Yersion 11.00.15
Hardware Number

Serial Murnber indows 7 x64 I

Localization Version
Physical in service
Customization Yersion
Media

Enity Entity1 -

[ Ot of Service (logically]
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The IPSDP version is displayed in Software Version field.

The operating system version of the installation environment is displayed in the “Serial Number”
field.

10.2 Add-On module / AOM configuration

AOM: The 14-key extended keypad is created automatically.
When you click on the Select Add-On button, the Smart Display indication will appear
You can change the settings to remove AOM.

Only one 14-keys AOM can be configured for IPDSP.

Subscriber Keys =
Phyz. Add. Mo, Terminal Mame
|94-D1 1 -D‘I| |1 36 | |IF' Desktop SoftPhon| |
Add-on keys:
IP Desktop SoftPhane o Maddle / Lsed
= &
0o-m414 -
Persa
Mod. Add-On
Line BlkDial - Select 4dd-On
Line o
L Drirect. Mode
ne e PO Mode
Line A Direct.
Modify Mode
Add-On Modules selection ﬁ
15t Add-0n chaice
‘Empty direct key' : 'Last programmed key' when vou select it 2nd Add-0n chaice Mo &dd-0n
3rd &dd-0n chaoice Mo &dd-On
[ (] 8 ] [ Cancel
Ok ] [ Carcel

10.3 Licensing

Use of the application requires an IP Desktop Softphone license and one IP license per user on the OXO Server.
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11. Trouble Shooting

The table below lists some of the problems you could face, along with their remedial measures:

Problem | Solution

Connection establishment fails o Check if your network connection is enabled.
Check that tftp address is correct and make sure you
reach it by a “ping”

o You may be using an unsuitable network adapter. In
the Network tab, check the adapter by clicking the
Options = Application menu.

“Set is out of service” message is shown on IP Desktop | If this message is displayed during installation, the “IP-
Softphone screen Softphone Emulation” option may not be enabled in the
PABX. Ask your administrator to activate this.

mgr > Users - Descend Hierarchy > TSC IP Users >
Review and Modify - Directory Number (Enter terminal
number) > Ctrl+V -> Select the setting IP Softphone
Emulation ->. Click to change the setting from NO to YES
on the PABX side.

When the agent is logged-in, if the Softphone program is | This is normal behavior. However, to solve this problem,
closed or if the PC's connection of the PC is lost, the | set the following settings:

Softphone does not work. When it is opened, it displays mgr > Users > Descend Hierarchy > TSC IP Users >
the following message on the Softphone’s screen: “Set | Review and Modify > Directory Number (Enter the
not registered”. To solve this problem, we need to force | numpber of the terminal) > Ctrl+V >Select the setting IP
disconnect the agent and re-open the Softphone | softphone Emulation > Click Enter to change the
program. setting from NO to YES.

When the user is logged in as IP Softphone agent, | In the Users menu - Descend Hierarchy, change the value
Softphone frequently disconnects with the follwowing | of the IP Softphone Emulation setting to No. To do this,
message: “Set not registered”. connect to the OXE call server. Follow the path: Users >
Descend Hierarchy = TSC IP Users = Review and Modify
- Directory Number (Enter the terminal number) > Press
Ctrl+V. In the list displayed, change the value of the Reset
for update authorized from True to False.

VPN UAIP user is unable to communicate with another | Check the Firewall or the Access lists. Verify that the
UAIP user on LAN environment. ports used by the Softphone are open (see "5.1.8 UDP

ports used (OXE context) and 5.1.10 UDP used ports (OXO
context)" for more information).

Noise during conversation To handle this problem, the operation must be done on the
PBX side: System = Down Hierarchy = Other system
param - Down Hierarchy = Compression Param >
Review Modify = Voice Activity Detection: False.

The application does not initialize in laptops connected | This is due to problem in the LAN. Please contact your
to LAN through VPN Administrator in this respect. May be due to network
settings (firewall etc)

The application does not start with the system boot Copy either the .exe file of the application, or its shortcut
and paste it in the following directory: C:\Documents and
Settings\user\

Start Menu\Programs\Startup
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Problem

No audio in a context FNSE (Full Native Encryption
Software). White communication.

Solution

Check following OXE configuration:

System > other System Parameters > Native Encryption
Parameter > Authentication for SRTP

Authorised values are :

e Authenticated
e Authentication tag emis. w/o ctrl

The option “Unauthenticated” must not be set in a FNSE
context.

The wuser has not to set unauthenticated for
"authentication for SRTP", otherwise a message will be
displayed to indicate to the user that communication
cannot be established with the error code
(UA_START_RTP_FAILED) and that he must contact his
administrator.

IP Desktop Softphone

==l

Communication encrypted can't be
l " established(UA_START_RTP_FAILED), please contact your administrator

If the user hears the echo in audio using a headset (Jabra
for example) on a new PC Windows 10.

Press “Windows Key” + “R” then press "Enter”
Or type "mmsys.cpl 2" in the Search Windows Tab, press
"Enter”

From "Recording"” Tab select the adhoc Jabra Device and
double Clic on it ( or Right Clic + "Properties” button )
The Transmit Properties window appears.

Then on "Listen” Tab, uncheck, if not done,the Option
"Listen to this device".

On PC MacOs, user does not have the audio in the right
headset when using two identical headsets.

Disconnect the two headsets and reconnect the headset
you want to use.

For some headsets, when a second headset is connected,
identical to the first one connected, the detection is not
done correctly. The audio is still sent to the first
headset.

Headset detection is not guaranteed when two identical
headsets are connected at the same time.
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12. Appendixes

12.1 IP desktop Softphone in different environments

12.1.1 Standard LAN environment

IP Touch 4068 - 1 IP Desktop Soft Phone - 2

=

Corporate LAN

OmniPCX

12.1.2 WiFi environment

IP 4068 (Hardware) IP Desktop Soft Phone

OmniPCX

12.1.3 IP desktop Softphone in a VPN Environment:
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e
VPN remote user - Site 1

| WIFI VPN remote user

LAN remote user

12.1.4 IP desktop Softphone in a Dual Call Server environment:

IP Touch 4068

Corporate LAN

Local ser
(IP Desktop Softphone)

Local User
(IP Desktop Softphone)

12.2 Qos Management

The ToS field could specify a datagram's priority and request a route for low-delay, high-throughput, or
highly-reliable service. The ToS field can specify a datagram priority and request a path to ensure the
following performances: short delay, high throughput and service reliability.

Based on these ToS values, a packet would be placed in a prioritized outgoing queue or take a route with
appropriate latency, throughput, or reliability. IP Desktop Softphone can specify the value of this field
either in UA messages or RTP flow.

For UA signalization the value of this field is sent from PBX in the connection message: field 06H :
QOS_IP_TQOS, or in the message : SET_PARAM_REQ field : 00h: QOS_IP_TOS

For RTP flow, the value of the TOS/diffserv is sent from PBX in the Start_RTP message : field 03h: TOS
(Type Of Service/Diffserv)

The value of this field must be configured in PBX.
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The TOS/DiffServ value is incorrectly entered in Windows Vista, Windows 7 and later when UAC (User
Account Control) is enabled.

For Windows to set the value correctly in the header of IP packets, UAC must be disabled.
Please refer to the following link to change UAC settings: https://support.microsoft.com/en-us/kb/975787.

12.2.1 OXE Context

For OXE, TOS / Diffserv is managed in MGR: Mgr -> IP ->Descend hierarchy -> IP Quality of Service COS ->
Review/modify

ReviewsModify: IP Quali

12.2.2 OXO Context
For OXO, launch OMC. Access the following menu: VolP: settings -> Quality of Service.

P OmniPCX Office Management Console - [D§ VoIP: Parameters = £ |
De_nil e i Gereial |G DSF | DHCR | F SIF Trunk | SIF Ph Codecs | Topal
= ereral | Gateway = fun| wne | Codecs | Topology

s & B ?

Jomc S
3 Wumber of VolP-Trurk Channels B
Pickup Groups -
Mumber of VolP-Subscriber Channels 8
anager-Secretary Relations

Subscribers Misc uality of Service

Preannouncement Overview \VolP Protoes]
Preannouncement Messages

Permanent Logical Link (PLL

V| RTP Direct

Eax Notification for Subscrib ] Codec passthough for SIP trunks

neric parameters for SIP P

7] Codeo pass-hrough for SIF phonss
#-C1 My IC Phone applications

G711 codes for Music on Hold and preannouncement
&5 Extemnal Lines S
ttribut
7 Hardware and Limits alirbute in
& Metering

-} Traffic Sharing & Barring
&) Network Management Control
=-%; Voice OverIP t

- VolP: Parameters

F Trattic Lounters

- System Miscellaneous
-5 Import/Export

iU, History & Anomalies
i-%2) Data Saving & Swapping
614G Call Distribution Services

% Multinle Automated Attendant ™
« it v

R France Alcatel Lucent OmniPCX RLx..R10.x! ok ] [ concel
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12.2.3 Workaround

To enable QOS on your softphone in Windows, and to circumvent the fact that Windows does not take into
account the value set by the IPDSP on outgoing packets, you must add a policy which can be deployed
unitarily or massively by the administrator.

e From the menu “Start”, execute the command: gpedit.msc

¢ Go to the menu Computer Configuration->Windows Settings->policy based QoS

e Right click and launch “Create new policy...”

=/ Local Group Policy Editor

File Action View Help

e nF =2 BHE

=] Local Computer Policy || policy Name Application Name o..  Protocol s

v Computer Configura hIPDSP IpDesktopSoftphon.. TCPand UDP  *
_| Software Settings

. Windows Settings
| Administrative Te:

v & User Configuration
_| Software Settings
v || Windows Setting:
| Scripts (Logor

T Security Settir

v gy Policy-£--~~"
uli 1PDS Create new policy ..

9 Deploy:

| Administral

View 2

Export List..

Help

e Enter the policy hame, for example “IPDSP”.

e Specify DSCP value to "46", then click “Next”

Edit an existing QoS policy ? X

Policy Profile  Application Name or URL  IP Addresses  Protocol and Ports

Create a QoS policy
A QoS policy applies a Differentiated Services Code Point (DSCP) value, throttle rate, or both to
outbound TCP, UDP, or HTTP response traffic.

Policy name:
IPDSP

[v] Specify DSCP Value:

4 2

[] Specify Outbound Throttle Rate:
1 [ KBps

Learn more about QoS Policies
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e Enter the name of the executable with " IpDesktopSoftphone.exe" and click on "Next"

Edit an existing QoS policy ? X

Policy Profile  Application Name or URL P Addresses  Protocol and Ports
This QoS policy applies to:
) All applications
® Only applications with this executable name:
IpDesktopSoftphone.exe
Example: application.exe or %ProgramFiles%)\application.exe
(O Only HTTP server applications responding to requests for this URL:
Include subdirectories and files

Example: http://myhost/training/ or https://*/training/
Example of non-standard TCP port: http://myhost:8080/training/ or https://myhost: */training/

Learn more about QoS Policies

¢ In the following window leave the default values (“Any source IP address” , “Any destination IP
address”) then click “Next”

Edit an existing QoS policy ? X

Policy Profile  Application Name or URL IP Addresses  Protocol and Ports

Specify the source and destination IP addresses.

A QoS policy can be applied to outbound traffic that is from a source or to a destination IP (IPv4 or
1Pv6) address or prefix. For HTTP response traffic, the destination IP address or prefix denotes the
client(s) that issued the HTTP reauest.

This QoS policy applies to:
(® Any source IP address

_) Only for the following source IP address or prefix:

This QoS palicy applies to:
(®) Any destination IP address
() Only for the following destination IP address or prefix:

Example for a host address: 1.2.3.4 or 3ffe:ffff::1
Example for an address prefix: 192.168.1.0/24 or fe80::1234/48

Learn more about QoS Policies
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e Select the protocol to which this "TCP and UDP" policy applies and then click "Finish”

Edit an existing QoS policy 7 X

Policy Profile  Application Name or URL  IP Addresses Protocol and Ports

Specify the protocol and port numbers.

A QoS policy can be applied to outbound traffic using a specific protocol, a source port number or
range, or a destination port number or range.

Select the protocol this QoS policy applies to:
TCPand UDP

Specify the source port number:

(® From any source port

(O From this source port number or range:

Example for a port: 443
Example for a portrange: 137:139

Specify the destination port number:
(® To any destination port

(O To this destination port number or range:

Learn more about QoS Policies

e The QoS policy is now created

&/ Local Group Policy Editor - O X

File Action View Help

e« nm = HMm

L] Local Computer Policy || Policy Name Application Nameo..  Protocol SourcePort  Destination .. SourcelP /P
v (& Computer Configural TCP and UDP . .

~ Software Settings
| Windows Setting:
Administrative Te:

~ ﬁ', User Configuration
1 Software Settings
~ [ Windows Setting:
=) Scripts (Logor,
T Security Settir
~ ulli Policy-based |

ol 1PDSP

9 Deployed Prir
| Administrative Te

IpDesktopSoftphon.

IP Desktop Softphone for Alcatel-Lucent Communication Servers
Installation and configuration manual - ALESVC56145 Ed 24.0
Page 77 of 79


https://alcatellucent.knowledgetree.com/action.php?kt_path_info=ktcore.actions.document.metadatasearch&method=%5b%22Reference%22%5d%5b%22reference%22%5d&queryType=is&data=ALESVC56185v0.1&fDocumentId=56185

12.3 Some screen messages description

o IP Desktop Softphone is trying to connect to PABX: shows also the number of attempts made to
connect.

e |P Desktop Softphone is restarting: in some cases, the application may need to restart after some
configurations changes (Skin, TFTP addresses ...)

e |P Desktop Softphone is closing:

Closing application. Please
wait...
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o |IP Desktop Softphone detects no active network interface card:

Network unreachable. Please
check your connection
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